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(54) USER AUTHENTICATION COLLABORATION METHOD, SYSTEM AND 
PROGRAM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a user authentication collaboration system 
and a method therefor that permit the collaboration of authentication even on a WWW 
server unable to use a server for performing the authentication. 
SOLUTION: The WWW server 2 has means 21, 22 that, if a terminal 1 transmits a 
request from a user and user information for performing user authentication, receive 
them and transmit the user information to an authentication server 4, an 
authentication information generating means 23 that, if the authentication in the 
authentication server is proved successful, generates authentication information from 
the user information on the user and time information, and a means 21 that transmits 
the generated authentication information together with the request result to the 
terminal. The terminal 1 , in transmitting a request to the WWW server 3, transmits the 
authentication information. The WWW server 3 has an authentication collaborative 
processing means 34 that extracts the user information and the time information from 
the authentication information and performs the collaborative processing of 
authentication, and a means 31 that, if the correctness of the authentication 
information is verified and the user is authenticated, accepts the user's request and 
transmits the request result together with the newly generated authentication 
information to the terminal. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The step to which the information offer server of 1 accessed through a 
network from a terminal generates authentication information for the user information 
transmitted from said terminal from reception, and said user information and hour 
entry, The step at which said information offer server of 1 transmits said generated 
authentication information to said terminal, It is the information offer server accessed 
through a network from said terminal. The user authentication cooperation approach 
characterized by what the information offer server which performs cooperation 
processing of authentication takes out user information and a hour entry for said 
authentication information transmitted from said terminal from reception and said 
authentication information, and contains the step which performs an authentication 
judging for. 

[Claim 2] Said information offer server of 1 said user information transmitted to said 
information offer server of 1 from said terminal In said information offer server of 1 
which received the authentication result in said authentication server when the step 
transmitted to the authentication server linked to said information offer server of 1 
was performed and authentication was correctly performed by said authentication 
server The user authentication cooperation approach according to claim 1 
characterized by what the step which generates said authentication information, the 
step which transmits said authentication information to said terminal, and ** are 
performed for. 



[Claim 3] The user-authentication cooperation approach according to claim 1 which 
carries out as the description in what said user information is taken out from said 
authentication information, and the step which transmits said authentication 
information which newly generated authentication information and was newly 
generated by said terminal from said user information and hour entry is included for in 
said information offer server which performs cooperation processing of authentication 
when authentication is successful at the step which performs said authentication 
judging. 

[Claim 4] The step which transmits said authentication information to said information 
offer server which performs cooperation processing of authentication when said 
terminal which received said newly generated authentication information transmits a 
demand to the information offer server which performs cooperation processing of 
authentication, In said information offer server which performs cooperation processing 
of authentication User information and a hour entry are taken out for said 
authentication information transmitted from said terminal from reception and said 
authentication information. Said user information taken out from said authentication 
information when an authentication judging was performed and authentication was 
successful, The user authentication cooperation approach according to claim 3 
characterized by what the step which transmits said authentication information which 
newly generated authentication information and was newly generated by said terminal 
from the hour entry is included for. 

[Claim 5] The user authentication cooperation approach according to claim 1 to 4 
characterized by what said hour entry used for generation of said authentication 
information is a hour entry of the system clock of the information offer server which 
generates said authentication information. 

[Claim 6] A terminal in the demand from a user, the step which transmits the user 
information for performing user authentication to the information offer server of 1, 
and said information offer server of 1 The step which generates authentication 
information in the authentication information generation section of said information 
offer server of 1 when said user information is transmitted to the authentication 
server which said information offer server of 1 connects and authentication by said 
authentication server is successful, Said information offer server of 1 said 
authentication information generated in said authentication information generation 
section of said information offer server of 1 with a demand result When transmitting a 
demand to the step transmitted to said terminal, and other information offer servers 
to which said terminal cooperates with said information offer server of 1, and 
performs cooperation processing of authentication, with said demand By the step 
which transmits an information offer server besides the above, and an information 
offer server besides the above, said authentication information Said authentication 
information transmitted from said terminal in reception and the authentication 
cooperation processing section In the step which performs cooperation processing of 



authentication based on said received authentication information, and an information 
offer server besides the above The user authentication cooperation approach 
characterized by what a demand of said user is received and it has for the step which 
transmits the authentication information newly generated with the demand result to 
said terminal when the rightness of authentication information is verified and said user 
is attested by cooperation processing of said authentication. 

[Claim 7] The user authentication cooperation approach according to claim 6 that 
authentication information generated in said authentication information generation 
section is characterized by what such information is enciphered for including user 
information, a hour entry, and check data. 

[Claim 8] The step to which the step which performs cooperation processing of 
authentication in said authentication cooperation processing section decodes said 
received authentication information, The step which takes out user information and a 
hour entry from said decoded authentication information when the step which 
inspects the check data of said decoded authentication information, and inspection of 
said check data are successful, The user authentication cooperation approach 
according to claim 6 or 7 characterized by what the step which inspects time amount 
based on said taken-out hour entry, and the step considered as an authentication 
success when said time amount inspection is successful are included for. 
[Claim 9] The user authentication cooperation approach according to claim 6 or 7 
characterized by what user authentication processing using said authentication server 
is performed in access to the first information offer server, and authentication 
cooperation processing by the information offer server is performed for to the 
demand from a user by access to the continuing information offer server. 
[Claim 10] It has the authentication cooperation processing section in which said 
information offer server of 1 performs authentication cooperation of authentication. In 
said information offer server of 1 The step which requests generation of 
authentication information from the authentication information generation section of 
said information offer server of 1 when cooperation processing of authentication of 
the authentication information transmitted from said terminal in reception and said 
authentication cooperation processing section is performed and an authentication 
judging is successful, Said authentication information generation section of said 
information offer server of 1 The user authentication cooperation approach according 
to claim 6 characterized by what the step which generates authentication information 
for the user information which said authentication cooperation processing section of 
said information offer server of 1 acquired from said authentication information from 
reception, and said user information and hour entry is included for. 
[Claim 1 1] The information offer server besides the above which performs 
cooperation processing of authentication has the authentication information 
generation section, said — others — the case where performed cooperation 
processing of authentication in the authentication cooperation processing section of 



an information offer server, and an authentication judging is successful — said — 
others — with the step which requests generation of authentication information from 
the authentication information generation section of an information offer server The 
authentication information generation section of an information offer server besides 
the above The step which generates authentication information for the user 
information which said authentication cooperation processing section acquired from 
said authentication information from reception, and said user information and hour 
entry, The user authentication cooperation approach according to claim 6 or 10 
characterized by what an information offer server besides the above contains a user's 
demand result and the step which transmits said generated authentication information 
to said terminal for. 

[Claim 1 2] The user information for which the information offer server of 1 accessed 
through a network from a terminal was inputted from said terminal, and was 
transmitted to said information offer server of 1, From the hour entry in said 
information offer server of 1, generate authentication information and said generated 
authentication information It is the information offer server which is equipped with a 
means to transmit to said terminal, and is accessed through a network from said 
terminal. The user authentication cooperation system characterized by what the 
information offer server which performs cooperation processing of authentication 
decoded reception and said authentication information for said authentication 
information transmitted from said terminal, user information and a hour entry were 
taken out, and it has a means to perform an authentication judging for. 
[Claim 13] It has a terminal and two or more information offer servers accessed 
through a network from this terminal. To said two or more information offer servers 
At least one information offer server connected to an authentication server, and at 
least one information offer server which performs cooperation processing of 
authentication, The information offer server of 1 connected to **** rareness and said 
authentication server A means to receive this and to transmit said user information to 
said authentication server when said terminal transmits the demand from a user, and 
the user information for performing user authentication to said information offer 
server of 1 , When authentication by said authentication server is successful, an 
authentication information generation means to generate authentication information 
from said user information and hour entry, and said generated authentication 
information with a demand result It has a means to transmit to said terminal. Said 
terminal When transmitting a demand to said information offer server which performs 
cooperation processing of authentication, said authentication information transmitted 
from said information offer server of 1 Said information offer server which is equipped 
with a means to transmit to said information offer server which performs cooperation 
processing of authentication, and performs cooperation processing of authentication 
By authentication cooperation processing means to take out user information and a 
hour entry and to perform cooperation processing of authentication from said 



authentication information, and cooperation processing of said authentication It is the 
user authentication cooperation system characterized by what the demand of said 
user was received and it has a means to transmit the authentication information 
newly generated with the demand result to said terminal for when the rightness of 
authentication information is verified and said user is attested. 
[Claim 14] The user authentication cooperation system according to claim 13 
characterized by what what enciphered the information which said authentication 
information generation means of said information offer server of 1 becomes from said 
user information, a hour entry, and check data is outputted for as said authentication 
information. 

[Claim 15] The user authentication cooperation system according to claim 13 which 
performs user authentication processing using said authentication server in access to 
the first information offer server, and is characterized by performing authentication 
cooperation processing of an information offer server to the demand from a user by 
continuing access. 

[Claim 16] A user demand processing means by which said information offer server of 
1 processes a demand of the user from said terminal, When an authentication demand 
is performed to said authentication server and authentication is successful by said 
authentication server, it has an authentication demand means to require that 
authentication information should be generated. Said authentication information 
generation means In response to the demand from said authentication demand means, 
it is the user authentication cooperation system according to claim 13 which 
generates said authentication information from said user information and hour entry, 
and is characterized by what said user demand processing means transmits a demand 
result and said generated authentication information for to said terminal. 
[Claim 17] Said information offer server which performs cooperation processing of 
authentication is equipped with a user demand processing means to process a 
demand of the user from said terminal. Said authentication cooperation processing 
means performs cooperation processing of authentication for the authentication 
information transmitted with a demand from said terminal based on reception and said 
authentication information. By authentication cooperation processing with said 
authentication cooperation processing means The user authentication cooperation 
system according to claim 13 characterized by what a demand of said user is 
received and said authentication information newly generated with the demand result 
is transmitted for to said terminal with said user demand processing means when the 
rightness of authentication information is verified and said user is attested. 
[Claim 18] The user-authentication cooperation system according to claim 13 by 
which the inspection result of said hour entry is characterized a right case by what 
considers as an authentication success including a means to by_which said 
authentication cooperation processing means decodes said authentication information, 
a means inspect the check data of said decoded authentication information, a means 



to by_which the inspection result of said check data takes out user information and a 
hour entry from said decoded authentication information a right case, and a means 
conduct inspection of said hour entry. 

[Claim 19] Said information offer server of 1 is further equipped with an 
authentication cooperation processing means. Said information offer server of 1 Said 
authentication cooperation processing means of reception and said information offer 
server of 1 performs authentication cooperation for the authentication information 
transmitted from said terminal. When an authentication judging is successful, 
generation of authentication information is requested to said authentication 
information generation means of said information offer server of 1. Said authentication 
information generation means of said information offer server of 1 The user 
authentication cooperation system according to claim 13 characterized by what 
authentication information is generated [ a thing ] for the user information which said 
authentication cooperation processing means acquired from said authentication 
information from reception, said user information, and a hour entry. 
[Claim 20] Said information offer server which performs cooperation processing of 
authentication is equipped with an authentication information generation means. Said 
information offer server which performs cooperation processing of authentication 
performs authentication cooperation with said authentication cooperation processing 
means. When an authentication judging is successful, generation of authentication 
information is requested from said authentication information generation means of 
said information offer server which performs cooperation processing of authentication. 
Said authentication information generation means of said information offer server 
which performs cooperation processing of authentication The user authentication 
cooperation system according to claim 1 3 or 1 9 characterized by what authentication 
information is generated for the user information which said authentication 
cooperation processing means acquired from said authentication information from 
reception, user information, and a hour entry, and a users demand result and said 
authentication information are transmitted for to said terminal. 
[Claim 21] The information offer server of 1 accessed through a network from a 
terminal The demand from [ from the (a) aforementioned terminal ] a user, The 
processing which receives the user information for performing user authentication, 
and transmits said user information to said authentication server, (b) When 
authentication by said authentication server is successful, the authentication 
information by which the (c) aforementioned generation was carried out with the 
authentication information generation processing which generates authentication 
information from said user information and hour entry with a demand result The 
information offer server which has the processing transmitted to said terminal, is 
accessed through a network from a terminal, and performs cooperation processing of 
said information offer server of 1 and authentication (d) by authentication cooperation 
processing in which take out user information and a hour entry and cooperation 



processing of authentication is performed from said authentication information 
transmitted from said terminal; and the (e) aforementioned authentication cooperation 
processing It is a program for performing said each processing by said each 
information offer server including the processing which transmits the authentication 
information which received the demand of said user and was newly generated with the 
demand result when the rightness of authentication information was verified and said 
user was attested to said terminal. 

[Claim 22] The -program for performing processing which generates authentication 
information and enciphers this authentication information further from said user 
information, hour entry, and check data by said authentication information generation 
processing in a program according to claim 21 by said information offer server. 
[Claim 23] The program for performing said the processing of each by said information 
offer server in a program according to claim 21 including the processing whose the 
authentication cooperation processing of said decodes said authentication information, 
the processing which inspect the check data of said decoded authentication 
information, the processing to which said authentication information to the user 
information that the inspection result of said check data was decoded the right case, 
and a hour entry take out, and the processing carry out inspection of said hour entry. 
[Claim 24] A means by which the information offer server accessed through a 
network from a terminal receives the user information for performing user 
authentication transmitted from said terminal, and transmits said user information to 
said authentication server, Information offer server equipment characterized by what 
it has an authentication information generation means to generate authentication 
information from said user information and hour entry, and a means to transmit said 
generated authentication information to said terminal for when authentication by said 
authentication server is successful. 

[Claim 25] Information offer server equipment equipped with a means to receive the 
user information which network connection is carried out to a terminal and 
transmitted from said terminal, to generate authentication information from said user 
information and hour entry, and to transmit said generated authentication information 
to said terminal, By authentication cooperation processing means to take out user 
information and a hour entry and to perform cooperation processing of authentication 
from said authentication information which is the information offer server which 
performs cooperation processing of authentication, and was transmitted from said 
terminal, and cooperation processing of said authentication It is information offer 
server equipment characterized by what the demand of said user was received and it 
has a means to transmit the authentication information newly generated with the 
demand result to said terminal for when the rightness of authentication information is 
verified and said user is attested. 

[Claim 26] The information offer server equipment according to claim 24 with which 
the inspection result of said hour entry is characterized a right case by what 



considers as an authentication success including a means to by_which said 
authentication cooperation processing means decodes said authentication information, 
a means inspect the check data of said decoded authentication information, a means 
to by_which the inspection result of said check data takes out user information and a 
hour entry from said decoded authentication information a right case, and a means 
conduct inspection of said hour entry. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to a program about an 
authentication system and an approach at the approach, system, and equipment list 
which perform authentication cooperation processing by the server. 
[0002] 

[Description of the Prior Art] As a user authentication cooperation system, in the 
network system equipped with two or more WWW (World Wide Web) servers, once a 
user attests, the WWW [ access / be / possible ] server cooperation system covering 
two or more pages or a different WWW server based on invisible ID of the given 
meaning is proposed by JP,1 1-31 129,A in the authentication effective time. In this 
WWW server cooperation system, the host who processes cooperation using Session 
ID When a HTML (HyperText Markup Language) document is analyzed from the 
browser notified from one of two or more WWW servers and Session ID is not given 
The input request of User Information is transmitted to a browser through a WWW 
server. Generate the session ID of a meaning to the demand to which transmitted 
User Information was analyzed and registration was permitted, and again, while 
transmitting the HTML document which embedded Session ID through the WWW 
server to a browser Effective-time information is managed and authentication is 
permitted at the time of effective-time information within the limits. That is, when 
authentication is required, ID and the password which were transmitted with the 
terminal are transmitted to a host via a WWW server, and authentication is performed. 
When authentication is successful with a host, Session ID is generated by the host, 
the session ID is sent to a terminal via a WWW server with a result, at the time of 
access from a user, Session ID is automatically added to the demand transmitted 
from a terminal, and the session ID is verified by the host. 

[0003] However, this user authentication cooperation system has the following 
troubles. 

[0004] The WWW server for which a host cannot use the 1st trouble is impossible 



[ cooperation ]. The reason is because verification of Session ID and generation are 
chiefly performed by the host. 

[0005] The 2nd trouble is that the response falls, when the demand from a user grows. 
The reason is because all WWW servers are considered as the configuration which 
requires verification and generation of Session ID to the same host for every access 
from all users. 

[0006] moreover, in JP,2000-222360,A It has a client means, an authentication server 
means, and a license server means. A client means Confidential information is shared 
with an authentication server. An authentication server means An authentication 
ticket including the collating information which performed the irreversible operation f 
for confidential information n times is published, and a client means shows the 
presentation information which performed the irreversible operation f to the license 
server n-k times. A license server Whether a line's being in agreement with collating 
information k times in the irreversible operation f at presentation information, and the 
authentication system and approach of checking are proposed. At the WWW server 
and terminal which cannot connect this system to an authentication server means 
and a license server means, either, it is inapplicable. Moreover, the substitute server 
which has the authentication response Management Department is prepared between 
a client and two or more servers, and the authentication response approach and 
equipment which execute the response of the authentication information over two or 
more servers by proxy about the client which the authentication response 
Management Department attested the client and once attested are indicated by 
JP,10-177552,A, for example. 
[0007] 

[Problem(s) to be Solved by the Invention] Therefore, the technical problem which 
this invention tends to solve is for the WWW server which cannot use the server 
which attests to also provide with a program the approach and system which enable 
cooperation of authentication, and an equipment list. 
[0008] 

[Means for Solving the Problem] The approach concerning this invention which offers 
said The means for solving a technical problem The user information for which the 
information offer server of 1 accessed through a network from a terminal was 
inputted from said terminal, and was transmitted to said information offer server of 1, 
The step which generates authentication information and transmits said generated 
authentication information to said terminal from the hour entry in said information 
offer server of 1, In the information offer server which is an information offer server 
accessed through a network from said terminal, and performs cooperation processing 
of authentication Reception and said authentication information are decoded for said 
authentication information transmitted from said terminal, user information and a hour 
entry are taken out, and the step which performs an authentication judging is included. 
[0009] A terminal the approach concerning this invention by the demand from a user, 



the step which transmits the user information for performing user authentication to 
the information offer server of 1, and said information offer server of 1 The step 
which generates authentication information in the authentication information 
generation section of said information offer server of 1 when said user information is 
transmitted to an authentication server and authentication by said authentication 
server is successful, Said information offer server of 1 said authentication information 
generated in said authentication information generation section of said information 
offer server of 1 with a demand result The step which transmits an information offer 
server besides the above for said authentication information when transmitting a 
demand to the step transmitted to said terminal, and other information offer servers 
to which said terminal cooperates with said information offer server of 1, and 
performs cooperation processing of authentication, In an information offer server 
besides the above, said authentication information transmitted from said terminal in 
reception and the authentication cooperation processing section In the step which 
performs cooperation processing of authentication based on said authentication 
information, and an information offer server besides the above When the rightness of 
authentication information is verified and said user is attested by cooperation 
processing of said authentication, a demand of said user is received and it has the 
step which transmits the authentication information newly generated with the demand 
result to said terminal. 

[0010] In another aspect, the system concerning this invention The user information 
for which the information offer server of 1 accessed through a network from a 
terminal was inputted from said terminal, and was transmitted to said information 
offer server of 1, From the hour entry in said information offer server of 1, generate 
authentication information and said generated authentication information It is the 
information offer server which is equipped with a means to transmit to said terminal, 
and is accessed through a network from said terminal. The information offer server 
which performs cooperation processing of authentication decoded reception and said 
authentication information for said authentication information transmitted from said 
terminal, took out user information and a hour entry, and is equipped with a means to 
perform an authentication judging. 

[001 1] Furthermore, the program which relates to this invention in another aspect 
The information offer server of 1 accessed through a network from a terminal The 
demand from [ from the (a) aforementioned terminal ] a user, The processing which 
receives the user information for performing user authentication, and transmits said 
user information to said authentication server, (b) When authentication by said 
authentication server is successful, the authentication information by which the (c) 
aforementioned generation was carried out with the authentication information 
generation processing which generates authentication information from said user 
information and hour entry with a demand result The information offer server which 
has the processing transmitted to said terminal, is accessed through a network from a 



terminal, and performs cooperation processing of said information offer server of 1 
and authentication (d) by authentication cooperation processing in which take out 
user information and a hour entry and cooperation processing of authentication is 
performed from said authentication information transmitted from said terminal, and 
the (e) aforementioned authentication cooperation processing When the rightness of 
authentication information is verified and said user is attested, a demand of said user 
is received and it consists of a program for performing said each processing by said 
each information offer server including the processing which transmits the 
authentication information newly generated with the demand result to said terminal. 
[0012] 

[Embodiment of the Invention] The gestalt of operation of this invention is explained. 
This invention in the gestalt of desirable 1 operation, from the terminal (1 of drawing 
X ) which has browser ability The information offer server (WWW (World Wide Web) 
server) (2 of drawing 1 ) accessed through networks, such as IP (Internet Protocol) 
network A means to receive the user information which was inputted from the 
terminal (1 of drawing 1 ) and was transmitted to the WWW server (2) (21 of drawing 
IX It has a means (23 of drawing 1 ) to generate authentication information, and a 
means (21 of drawing 1 ) to transmit said generated authentication information to said 
terminal, from user information and the hour entry in said WWW server of 1. Moreover, 
it was accessed through the network from the terminal (1 of drawing 1 ), and the 
WWW server (3 of drawing 1 ) which performs cooperation processing of 
authentication is equipped with a means (31 of drawing 1 ) to receive the 
authentication information transmitted from the terminal (1 of drawing 1 ), and a 
means (34 of drawing 1) to perform an authentication judging by decoding this 
authentication information, taking out user information and a hour entry, and 
conducting time amount inspection. 

[0013] This invention the WWW server (2 of drawing 1 ) of 1 connected to an 
authentication server (4 of drawing 1 ) in the gestalt of desirable 1 operation A 
terminal (1 of drawing 1 ) the demand from a user, and the user information for 
performing user authentication A means to receive this and to transmit said user 
information to an authentication server (4 of drawing 1 ) when it transmits to a WWW 
server (2 of drawing 1 ) (21 of drawing 1 , 22), When authentication by the 
authentication server (4 of drawing 1 ) is successful, it has an authentication 
information generation means (23 of drawing 1 ) to generate authentication 
information from said user information and hour entry of said user, and a means (21 of 
drawing 1 ) to transmit said generated authentication information to said terminal with 
a demand result. 

[0014] The terminal (1 of drawing 1 ) is equipped with a means (1 1 of drawing 1 ) to 
transmit said authentication information transmitted from the WWW server (2 of 
drawing 1 ) to said WWW server (3 of drawing 1 ) which performs cooperation 
processing of authentication when transmitting a demand to the WWW server (3 of 



drawing 1 ) which performs cooperation processing of authentication. 
[0015] The WWW server (3 of drawing 1 ) which performs cooperation processing of 
authentication By authentication cooperation processing means (34 of drawing 1 ) to 
take out user information and a hour entry and to perform cooperation processing of 
authentication from said authentication information, and cooperation processing of 
said authentication When the rightness of authentication information is verified and 
said user is attested, the demand of said user was received and it has a means (31 of 
drawing 1 ) to transmit the authentication information newly generated with the 
demand result to said terminal. 

[0016] As for this invention, such information is enciphered for the authentication 
information generated by said WWW server of 1 in the gestalt of desirable 1 operation 
including user information, a hour entry, and check data. 

[0017] In the WWW server (3 of drawing 1 ) which performs cooperation processing of 
authentication an authentication cooperation processing means (34 of drawing 1 ) A 
means (B1 of drawing 4 ) to decode authentication information, and a means to 
inspect the check data of the decoded authentication information (B-2 of drawing 4 ), 
The inspection result of said hour entry considers as an authentication success a 
right case including the means (B3 of drawing 4 ) which takes out authentication 
information to the user information by which the inspection result of these check data 
was decoded the right case, and a hour entry, and a means (B4 of drawing 4 ) to 
conduct inspection of said hour entry. 

[0018] In the gestalt of another operation of this invention, the WWW server (5 of 
drawing 5 ) equipped with the above-mentioned authentication information generation 
means (23 of drawing 5 ) is good also as a configuration further equipped with the 
authentication cooperation processing means (54 of drawing 5 ). A WWW server (5 of 
drawing 5 ) the authentication information transmitted from the terminal (1 of drawing 
5 ) Reception, When the authentication cooperation processing means (54 of drawing 
5 ) performed authentication cooperation and an authentication judging is successful, 
Requesting generation of authentication information to an authentication information 
generation means (54 of drawing 5 X an authentication information generation means 
(23 of drawing 5 ) generates authentication information for the user information which 
the authentication cooperation processing means (54 of drawing 5 ) acquired from 
said authentication information from reception, user information, and a hour entry. 
[0019] The WWW server (6 of drawing 5 ) which performs cooperation processing of 
authentication is good also as a configuration further equipped with the authentication 
information generation means (63 of drawing 5 ). Said WWW server (6 of drawing 5 ) 
which performs cooperation processing of authentication performs authentication 
cooperation with said authentication cooperation processing means (34 of drawing 5 ). 
When an authentication judging is successful, generation of authentication information 
is requested from said authentication information generation means (63 of drawing 5 ) 
of the WWW server (6 of drawing 5 ) which performs cooperation processing of 



authentication. Said authentication information generation means (63 of drawing 5 ) 
generates authentication information for the user information which said 
authentication cooperation processing means (34 of drawing 5 ) acquired from said 
authentication information from reception, user information, and a hour entry, and a 
user's demand result and authentication information are transmitted to said terminal. 
[0020] The processing and a function are realized by the program by which the 
authentication information generation means in a WWW server and an authentication 
cooperation processing means are performed with the node computer of a WWW 
server. 

[0021] It can be made to perform cooperation of authentication of a user, without a 
WWW server using an authentication processing server, in being the environment 
which an authentication processing server cannot use in common when two or more 
WWW servers attest a user. 

[0022] Drawing 1 is drawing showing the system configuration of the gestalt of 1 
operation of this invention. In drawing 1 , a terminal (1) is connected to a WWW server 
(2) etc. through networks, such as an Internet Protocol network, and an 
authentication server (4) is provided with the user information for authentication that 
it was inputted from the terminal (1) through a WWW server (2). 
[0023] The user demand transceiver means (1 1) of a terminal (1) transmits the 
demand from a user to the user demand processing means (21) of a WWW server (2). 
At the time of the first time, both user information, such as the user ID for performing 
user authentication and a password, is transmitted to the demand transmitted. 
[0024] The user demand processing means (21) of a WWW server (2) transmits user 
information to an authentication demand means (22). An authentication demand 
means (22) transmits the user information to the authentication processing means 
(41) of an authentication server (4), and waits for a result with the available user. 
[0025] When authentication is successful with the authentication processing means 
(41) of an authentication server (4), the result of an authentication success is 
returned to the authentication demand means (22) of a WWW server (2), and an 
authentication demand means (22) requests generation of authentication information 
from an authentication information generation means (23). 

[0026] The user demand processing means (21) of a WWW server (2) transmits the 
authentication information generated by the authentication information generation 
means (23) to the user demand transceiver means (1 1) of a terminal (1) with the 
demand result. User information and a hour entry are included, and when transmitting 
the demand which a user follows, a user demand transceiver means (11) transmits to 
this authentication information automatically [ both ]. 

[0027] Then, when a user transmits a demand to the user demand processing means 
(31) of the 2nd WWW server (3) which cooperates with a WWW server (2), 
authentication information is both transmitted. 

[0028] In that case, authentication cooperation processing is performed by the 



authentication cooperation processing means (34) of a WWW server (3) based on the 
authentication information. 

[0029] Although a demand of the user will be received when the rightness of 
authentication information is verified and a user is attested by authentication 
cooperation processing, the user demand processing means (31) of a WWW server (3) 
transmits the demand result to the user demand transceiver means (1 1) of a terminal 

(1). 

[0030] Thereby, it makes it possible to perform user cooperation, without using an 

authentication processing server. 

[0031] 

[Example] The example of this invention is explained that it should explain to still 
more concrete about the above-mentioned gestalt of operation, and a detail. Drawing 
1 is drawing showing an example of the system configuration of one example of this 
invention. When drawing 1 is referred to, the system concerning one example of this 
invention contains the terminal 1 with which a user transmits and receives a demand, 
the WWW server 2 which processes the user demand, the 2nd WWW server 3 which 
cooperates with the WWW server 2 and processes the user demand, and the 
authentication server 4 which processes a user's authentication information. In 
addition, in this example, although the contents of the information which a WWW 
server offers, and a class are not asked, a user's authentication shall be needed in 
activation of a processing demand. 

[0032] A terminal 1 transmits a demand of a user to a WWW server, and is equipped 
with a user demand transceiver means 1 1 to receive the processing result from a 
WWW server. The user demand transceiver means 1 1 is automatically transmitted 
with this demand, when there is authentication information which the authentication 
information generation means 23 of the WWW server 2 generated, in case a demand is 
transmitted. When a demand is processed, the demand result transmitted from the 
user demand processing means 21 of the WWW server 2 and the user demand 
processing means 31 of the WWW server 3 is received. 

[0033] The WWW server 2 is equipped with the user demand processing means 21, the 
authentication demand means 22, and the authentication information generation 
means 23. 

[0034] In the WWW server 2, the user demand processing means 21 processes the 
demand sent from the user demand transceiver means 11. Delivery and an 
authentication result are obtained for the user ID transmitted to the first time 
demand with the demand, and user information like a password for the authentication 
demand means 22. In case authentication by the authentication server 2 is successful 
and the WWW server 2 transmits a demand result to a terminal 1, the authentication 
information generated with the authentication information generation means 23 is 
transmitted to the user demand transceiver means 1 1 of a terminal 1 with a demand 
result. 



[0035] In the WWW server 2, the authentication demand means 22 transmits the user 
information passed from the user demand means 21 to the authentication processing 
means 41 of an authentication server 4, and receives an authentication result from 
that of an authentication server 4. 

[0036] When authentication is successful by the authentication server 4, the 
authentication demand means 22 of the WWW server 2 requires authentication 
information generation of the authentication information generation means 23. The 
authentication demand means 22 returns the authentication information generated 
with the authentication information generation means 23 to the user demand 
processing means 21. 

[0037] In the WWW server 2, according to the demand from the authentication 
demand means 22, the authentication information generation means 23 generates 
authentication information, and returns the result. From the authentication demand 
means 22, user information is passed and this user information and a hour entry are 
included in authentication information. 

[0038] The 2nd WWW server 3 is equipped with the user demand processing means 31 
and the authentication cooperation processing means 34. 

[0039] In the 2nd WWW server 3, the user demand processing means 31 processes 
the demand sent from the user demand transceiver means 1 1 like the user demand 
processing means 21. Delivery and its result are obtained for the authentication 
information transmitted with the demand for the authentication cooperation 
processing means 34. When authentication is successful, a demand result is 
transmitted to the user demand transceiver means 1 1 . 

[0040] In the 2nd WWW server 3, the authentication cooperation processing means 34 
verifies rightness to the authentication information passed from the user demand 
processing means 31. From user information or a hour entry, the rightness of 
authentication information is checked and the result is returned to the user demand 
processing means 31. 

[0041] An authentication server 4 is equipped with the authentication processing 
means 41 and the user management tool 42. The authentication processing means 41 
receives user information from the authentication demand means 22. The information 
which the received user information is passed to the user management tool 42, and 
suits is looked for. When the information which suits with the user management tool 
42 is found, as for the authentication processing means 41, the notice of an 
"authentication success" is returned to the authentication demand means 22 of the 
WWW server 2. On the other hand, when the information which suits with the user 
management tool 42 is not found, as for the authentication processing means 41, the 
notice of "authentication failure" is returned to the authentication demand means 22. 
[0042] The user management tool 42 discovers the information which suits from the 
management information to hold to the user information passed from the 
authentication processing means 41, and delivers the result. 



[0043] Drawing 2 is a flow chart for explaining actuation of one example of this 
invention. With reference to drawing 1 and drawing 2 , actuation of the one whole 
example of this invention is explained to a detail. 

[0044] A demand of a user is transmitted to the user demand processing means 21 of 
the WWW server 2 from the user demand transceiver means 1 1 of a terminal 1 (steps 
A1 and A2 of drawing 2 ). In this case, since user information is transmitted, the user 
demand processing means 21 takes out user information (step A3 of drawing 2 ). 
[0045] When the user demand processing means 21 fails in the ejection of user 
information as a result of processing, it is judged as that to which user information is 
not correctly transmitted from the user demand transceiver means 11, and, as for the 
user demand processing means 21, an error is transmitted to the user demand 
transceiver means 1 1 (step A4 of drawing 2 ). 

[0046] The user demand transceiver means 1 1 receives an error, and the result is 
shown on the screen of the display of a terminal 1 to a user (step A5 of drawing 2 ). 
In step A3 of drawing 2 , the user information taken out correctly is passed to the 
authentication demand means 22, and authentication judging processing is further 
required of the authentication processing means 41 of an authentication server 4 
(step A6 of drawing 2 ). 

[0047] The authentication processing means 41 of an authentication server 4 
receives user information (step A7 of drawing 2 ). Furthermore, in order that the 
authentication processing means 41 may investigate whether authentication is 
successful, it suits the user management tool 42 with delivery and the information 
managed in the target user information, or investigates (step A8 of drawing 2 ). This 
processing consists of inspection of User ID and a password currently conducted by 
computer. As a result of processing, when authentication goes wrong, the result is 
passed to the authentication demand means 22, and the user demand processing 
means 21 transmits an error to the user demand transceiver means 1 1 of a terminal 1 
further (step A9 of drawing 2 ). 

[0048] The user demand transceiver means 1 1 receives an error, and the result is 
shown in the screen superiors of a terminal 1 to a user (step A10 of drawing 2 ). 
[0049] At step A8 of drawing 2 , when an authentication judging is successful, the 
authentication demand means 22 requests generation of authentication information 
from the authentication information generation means 23 according to the result. In 
that case, user information is passed from the authentication demand means 22, and 
the authentication information generation means 23 generates a hour entry to the 
received user information and authentication information (step A1 1 of drawing 2 ). 
[0050] The generated authentication information is received and passed to the user 
demand processing means 21 with the result of "an authentication success" from the 
authentication demand means 22. The user demand processing means 21 transmits a 
user's demand result and authentication information to the user demand transceiver 
means 1 1, and the result is shown on the screen of a terminal 1 to a user (steps A12 



and A1 3 of drawing 2 ). 

[0051] Then, in order to access the 2nd WWW server 3 with which a user cooperates, 
a demand is transmitted to the user demand processing means 31 from the user 
demand transceiver means 1 1 (step A14 of drawing 2 ). The user demand processing 
means 31 of the 2nd WWW server 3 receives this demand (step A15 of drawing 2 ), 
and takes out the authentication information automatically transmitted with this 
demand from the user demand transceiver means 1 1 (step A16 of drawing 2 ). When 
the user demand processing means 31 fails in the ejection of authentication 
information as a result of processing, the user demand processing means 31 is judged 
to be that to which authentication information is not correctly transmitted from the 
user demand transceiver means 11, and an error is transmitted to the user demand 
transceiver means 1 1 of a terminal 1 (step A1 7 of drawing 2 ). The user demand 
transceiver means 1 1 of a terminal 1 receives an error, and the result is shown on the 
screen of a terminal 1 to a user (step A18 of drawing 2 ). 

[0052] In step A16 of drawing 2 , the authentication information correctly taken out 
with the user demand processing means 31 of the 2nd WWW server 3 is passed to the 
authentication cooperation processing means 34 from the user demand processing 
means 31 (step A19 of drawing 2 ). 

[0053] The authentication cooperation processing means 34 of the 2nd WWW server 3 
verifies rightness of authentication information from the user information included in 
the passed authentication information, or a hour entry ( drawing 2 step A20). 
Becoming authentication failure when verification is not successful, the user demand 
processing means 31 transmits an error to the user demand transceiver means 1 1 of 
a terminal 1 (step A21 of drawing 2 ). 

[0054] The user demand transceiver means 1 1 receives an error, and the result is 
shown on a terminal 1 to a user (step A22 of drawing 2 ). In step A20 of drawing 2 , 
when an authentication judging is successful, the authentication cooperation 
processing means 34 returns the result of an authentication success to the user 
demand processing means 31. The user demand processing means 31 transmits a 
user's demand result to the user demand transceiver means 1 1 of a terminal 1, and 
the result is shown on a terminal 1 to a user (steps A23 and A24 of drawing 2 ). 
[0055] Next, the authentication information generated in step A1 1 of drawing 2 is 
explained. Drawing 3 is drawing for explaining an example of the authentication 
information generated. As shown in drawing 3 , authentication information consists of 
user information or a hour entry. User information is included in the information 
transmitted in step A1 of drawing 2 . A hour entry is current time (present time 
information;, for example, a date, which a system clock shows, time stump of time of 
day (at the time a part, a second)) which the WWW server 2 and the WWW server 3 of 
drawing 1 hold as a system. The check data generated from the information with 
which user information and a hour entry were combined are added to authentication 
information, and encryption processing is performed further. 



[0056] Authentication cooperation judging processing of step A20 of drawing 2 is 
explained. Drawing 4 is a flow chart for explaining authentication cooperation judging 
processing. 

[0057] Reference of drawing 4 performs a decryption at step B1 of drawing 4 to the 
enciphered authentication information which shows authentication cooperation judging 
processing to drawing 3 . 

[0058] Inspection of check data is conducted to the authentication information to 
which the decryption was carried out (step B-2 of drawing 4 ). 
[0059] As a result of step B-2 of drawing 4 , when check data are abnormalities, 
authentication cooperation is failing (step B5 of drawing 4 ). 

[0060] When check data are normal, user information and a hour entry are taken out 
(step B3 of drawing 4 ), and inspection of whether a hour entry is in the time amount 
set to the authentication cooperation processing means 34 of drawing 1 is conducted 
(step B4 of drawing 4 ). 

[0061] When this inspection goes wrong, authentication cooperation is judged to be 
failure (step B5 of drawing 4 ) t and when inspection is successful, it is judged as an 
authentication cooperation success (step B6 of drawing 4 ). 
[0062] The processing and a function are realized by the program by which each 
means of the user demand processing means 21 of the WWW server 2 explained in the 
above-mentioned example, the authentication demand means 22 and the 
authentication information generation means 23, the user demand processing means 
31 of the WWW server 3, and the authentication cooperation processing means 34 is 
performed by computer of the WWW servers 2 and 3. 

[0063] Next, other examples of this invention are explained to a detail with reference 
to a drawing. Drawing 5 is drawing showing the configuration of the 2nd example of 
this invention. In addition to the configuration of the WWW server 2 of said example 
which the WWW server 5 showed to drawing 1 , this example is equipped with the 
authentication cooperation processing means 54 if drawing 5 is referred to. Moreover, 
in addition to the configuration of the 2nd WWW server 3 of said example shown in 
drawing 1 , the WWW server 6 is equipped with the authentication demand means 62 
and the authentication information generation means 63. That is, each WWW server is 
equipped with the user demand processing means, the authentication demand means, 
the authentication information generation means, and the authentication cooperation 
processing means. 

[0064] As opposed to the authentication information passed by the authentication 
cooperation means 54 of the WWW server 5 from the user demand means 21 as well 
as the authentication cooperation means 34 in said example Rightness is verified, 
when the rightness of authentication information is checked and authentication is 
successful from user information or a hour entry further, new authentication 
information is required from the authentication information generation means 23, and 
the generated authentication information is returned to the user demand processing 



means 21. 

[0065] The authentication demand means 62 of the WWW server 6 transmits the user 
information passed from the user demand means 31 to the authentication processing 
means 41, and receives an authentication result. When authentication is successful, 
authentication information generation is required from the authentication information 
generation means 63, and the generated authentication information is returned to the 
user demand processing means 31. 

[0066] According to the demand from the authentication demand means 62, the 
authentication information generation means 63 of the WWW server 6 generates 
authentication information, and returns the result. 

[0067] From the authentication demand means 62 of the WWW server 6, user 
information is passed and the user information and hour entry are included in 
authentication information. 

[0068] Drawing 6 is a flow chart for explaining actuation of the 2nd example of this 
invention. Actuation of the user demand transceiver means 1 1 in the 2nd example of 
this invention shown by step A1-A22 of drawing 6 , the user demand processing 
means 21, the authentication demand means 22, the authentication information 
generation means 23, the authentication processing means 41, and the user 
management tool 42 Since it is the same as that of actuation (step A1-A22 of 
drawing 2 ) of each means 1 1 , 21 , 22, 23, 41 , and 42 of the example shown in drawing 
1 , the explanation is omitted. 

[0069] In said example, the authentication cooperation processing means 34 checked 
only the rightness of authentication information, and had returned the result to the 
user demand processing means 31. 

[0070] In this example, when an authentication judging is successful at step A20 of 
drawing 6 , the authentication cooperation processing means 34 of the WWW server 6 
requests generation of authentication information from the authentication information 
generation means 63. 

[0071] With the authentication cooperation processing means 34, the user information 
acquired from authentication information is passed to the authentication information 
generation means 63 of the WWW server 6, and authentication information is 
generated from the user information and hour entry (step C1 of drawing 6 ). The 
generated authentication information is received and passed to the user demand 
processing means 31 with the result of an authentication success from the 
authentication cooperation processing means 34. 

[0072] The user demand processing means 31 of the WWW server 6 transmits a 
users demand result and authentication information to the user demand transceiver 
means 1 1, and the result is shown on a terminal 1 to a user (steps A23 and A24 of 
drawing 6 ). 

[0073] Thus, the authentication information generated by the authentication 
cooperation processing means 63 of the WWW server 6 can perform further 



authentication cooperation processing by the user demand transceiver means 1 1 of a 
terminal 1 being passed. 

[0074] Next, actuation of the further authentication cooperation processing is 
explained with reference to drawing 5 and drawing 7 . In drawing 5 , in order that a 
user may access the WWW server 5 from a terminal 1, the demand is transmitted to 
the user demand processing means 21 of the WWW server 5 from the user demand 
transceiver means 1 1 (step D1 of drawing 7 ). 

[0075] The user demand processing means 21 of the WWW server 5 receives the 
demand (step D2 of drawing 7 X and takes out user information (step D3 of drawing 
7 ). When the user demand processing means 21 succeeds in the ejection of user 
information as a result of processing, it shifts to the authentication cooperation 
processing using user information (step D4 of drawing 7 ). Since the authentication 
cooperation processing using user information is the same as the processing after 
step A6 of drawing 2 , explanation is omitted. 

[0076] When the user demand processing means 21 fails in the ejection of user 
information at step D3 of drawing 7 , the authentication information automatically 
transmitted with the demand is taken out from the user demand transceiver means 1 1 
(step D5 of drawing 7 ). 

[0077] When the user demand processing means 21 fails in the ejection of 
authentication information as a result of processing, it judges that authentication 
information is not correctly transmitted from the user demand transceiver means 1 1 , 
and, as for the user demand processing means 21, an error is transmitted to the user 
demand transceiver means 1 1 (step D6 of drawing 7). 

[0078] The user demand transceiver means 1 1 of a terminal 1 receives an error, and 
the result is shown on a terminal 1 to a user (step D7 of drawing 7). 
[0079] In step D5 of drawing 7, the authentication information taken out correctly is 
passed to the authentication cooperation processing means 54 from the user demand 
processing means 21 (step D8 of drawing 2). The authentication cooperation 
processing means 54 verifies rightness of authentication information from the user 
information included in the passed authentication information, or a hour entry (drawing 
7 step D9). 

[0080] When verification is not successful, it becomes authentication failure and the 
user demand processing means 21 transmits an error to the user demand transceiver 
means 1 1 (step D10 of drawing 7). 

[0081] The user demand transceiver means 1 1 receives an error, and the result is 
shown on a terminal 1 to a user (step D1 1 of drawing 7). 

[0082] When an authentication judging is successful at step D9 of drawing 7, the 
authentication cooperation processing means 54 requests generation of 
authentication information from the authentication information generation means 23. 
[0083] With the authentication cooperation processing means 54, the user information 
acquired from authentication information is passed to the authentication information 



generation means 23, and authentication information is generated from the user 
information and hour entry (step D12 of drawing 7). 

[0084] The generated authentication information is received and passed to the user 
demand processing means 21 with the result of an authentication success from the 
authentication cooperation processing means 54. 

[0085] The user demand processing means 21 transmits a user's demand result and 
authentication information to the user demand transceiver means 11, and the result is 
shown on a terminal 1 to a user (steps D13 and D14 of drawing 2). 
[0086] In the system configuration shown in drawing 5 following on step D13 of 
drawing 7, when a user accesses the WWW server 6 further, this can process 
authentication cooperation by the same processing as step A14 of drawing 2 or 
subsequent ones. In the system configuration shown in drawing 5, when a user 
accesses the WWW server 5 further from a terminal 1 , this can process authentication 
cooperation by the same processing as step D1 of drawing 7 or subsequent ones. 
[0087] Moreover, in the system configuration shown in drawing 5, if the WWW server 5 
and the WWW server 6 are replaced in each processing of drawing 6 even when a user 
accesses the WWW server 6 at first, it can process in the same actuation. 
[0088] Since all WWW servers have an authentication cooperation processing means 
and an authentication information generation means, this 2nd example has the new 
effectiveness that authentication cooperation can be processed by all WWW servers, 
even when the demand from a user continues two or more times. Furthermore, since 
user authentication processing to which an authentication processing server uses an 
authentication server only for access of the beginning from a user to a WWW server in 
the distributed environment which consists of the WWW server of the same 
configuration of that it can use in common is performed and authentication 
cooperation processing is performed in continuing access, it decreases and the count 
of access to an authentication processing server has the new effectiveness that the 
response air time to a demand of a user can be shortened. 
[0089] 

[Effect of the Invention] As explained above, when carrying out user authentication 
cooperation between information offer servers (WWW server) according to this 
invention, also in the environment where no information offer servers can use an 
authentication processing server, the effectiveness of being that user authentication 
is possible is done so. 

[0090] The reason is because it considered as the configuration with which the 
justification is checked in this invention, without the authentication information 
generated after being attested by user information by the authentication server 
accessing an authentication server with the authentication cooperation processing 
means of the information offer server which cannot use an authentication processing 
server. 
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[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the system configuration of one example of this 
invention. 

[Drawing 2] It is a flow chart (flow chart) for explaining actuation of one example of 
this invention. 

[Drawing 3] It is drawing for explaining creation of the authentication information in 
one example of this invention. 

[Drawing 4] It is a flow chart (flow chart) for explaining actuation of the authentication 
cooperation processing in one example of this invention. 

[Drawing 5] It is drawing showing the system configuration of other examples of this 
invention. 

[Drawing 6] It is a flow chart (flow chart) for explaining actuation of other examples of 
this invention. 

[Drawing 7] It is a flow chart (flow chart) for explaining actuation of authentication 
cooperation processing of other examples of this invention. 
[Description of Notations] 

I Terminal 

2, 3, 5, 6 WWW server 
4 Authentication Server 

I I User Demand Transceiver Means 

21 User Demand Processing Means 

22 Authentication Demand Means 

23 63 Authentication information generation means 
31 User Demand Processing Means 

34 54 Authentication cooperation processing means 

41 Authentication Processing Means 

42 User Information Management Means 
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7 tEmmmms&SEmmysmo 

m#mi 0] M!3-<0tf$a^+»— /WBKOTBliES 
»«?f 5 BliES!JJSi£i3I8S£ W 

m$Emm*&imv. tMBBEisstaiaagSTBSEoasi 
^as=£^TC^. BE^jsft^fiefljLrcfli^. S5i3-<*>t§$8it 
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BulB-Ottaii1»+f-/\-<7>BuiBigIiE1f«SfiESP«, fliSB 

ffifr SSKf Lfcf'J^lifgfcgttSS y . SuiBf 'Jffl#1f IB 

BIHMMi £ 6 BEEIff SB *±aL? * X =r v f £ . 
£^t>\ C<t^t#Si<fr*§i^6iBK^'Jffl#igliE3 

1] KiiE©Ji»5aS«?T-5MIBfte©1f«ti« 

BuiBfteott toraEijftttimras eo»k 

WE««>flHBa«1f-/<©BiEfll«ffi5E»«» SufBISSE 
il&ffiJISStfMBBEIWafrS Lft*JJl«nNB«S 

y««iiHBi, iaiB-o«affiflttf-y rromgii 

«&»5nE1Mre£j8U £fiELfe1MBBIE11ttee> 

HuIB4as^tciSfi-r^#S^^jls 

fi5IB4iB*^6*. •> h'^-^fcfl-LTT'-J'-feXSn^lfSB 

-/ Bu83«*6 x 6^*+ifcMI3BE««*gttl!l 
y. MiaBEItSfcm^LTfcJE^im&tfBfRaigSBfc 

H«IB*S»<OtS$fi*&BW--/Uctt v BSE-*- Atc&iSSzirti 

buI BISSE-*- / \*(cS«!*ti*— ©ItSBJSlWt- / \*(*. 85 
§B4£*Jb\ #Jffl#fr6©g*<»:, f<Jfll#BE*tT5*:46 
<DfiJfil#1g$B*. S5i3-©1S«SI«^-/«cSfiLrcli 
C*i£gf§U igl3*'Jfl§*tf$8*. iuS3BE+#— 



mem*.** t&&<Dmm&mz?i?miftmmmmv-/ < i 

fi*ti/-CBTJI3BII1flB^. BEOSflSiagfc^BiJIBIt 

BSE<ox«Htui«fT3neflra«mt>—/ Suibbe 

?yffl#tf«^B5P^1f«^B5ya3L. BEOS 
StI3BliE<7)^SaSlc<J:oT. BE1f$B<DIEL;i-tf8SE 

£Jf8#BE>lSt->3.7 1 A, ) 

W&T^-feXCDif^ h3§BBE+>— L 

3 IBK©f'Jffl#BIIja«v'X7 ; ^„ 
liM^SI 6] s3iB-<*m$B}f«+>— /W, 
Sui34S*A^60^#OS?R««iS-r^fiJffl#S^«lS 

MI3BE+J— / LTBEg#£fTi.\ bUEBE^- 
/«TBEA^3*LfcJ§^ BfiEtS$8*£fi2-r*<t:dKg 

mtTzmxmi 3i3tg(Dfyffl#BH)i«->xxA„ 
7] BE<Da«sas«^-5SiJiaif?Bti«^- 

mz*\ziztim&*£!imv. siiBBEti^^sic, b 

BuI3BE^«fflS#&T<DBEa«ii&S(CJ:t>T. BE 
1f$B<0iEL*^«IE*t\. BTJIBfUffl^^BE^n/tlg^ 

tctt. Hui3fyffl#sa?sas#STi*, mmmmvw* 
immmi 8] mmfzutmrntum^mtiK 
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^#T*-*ifcfOEBE1f $B<D^ x v ? 7- * ZtimT 5# 

bOE^x-v?x— S'tDeigigS^iELt^^ 

fc BuiBISIiEtf «* N 6 f US*«a £ 1f fg^-Uj *J as f # 

itt BBS F^tf $B <*>8tg£?7 5 £ . 

B0EB§fIS1tlfi<D;fcfiSj|ltfIEL^l§# v BEfig 
Ci:«1««i:r*»aO!l1 3EK©*Jffl*B 

umbii 9] mB-onraiMw- /w, bbbhiu 

MB»«Wl?BES«t*m\ BESUEtfJiBftLfeJI 

» LTBEtS BO&MHMIL. 
iMB-©1S«!I#+r-A©ji5KBE««^#8t4* SO 
CBCBUmtn^tttfttGBfElira^ 6 SMS L fcfjffl* 
1«B*SWRy, MBfM«1MI&WMmUr6BE1R 

UM&H2 0] BE©8$ffi3£*T5ilOE1§ffilS#t+>-- 
/«& B&flraSJMB&ffX.. 
BH«W«K(Wl*f75fi9EflHBa«V-/W» bOEBE 
S$SQ3I#8TBiiE>»$!£*Tl\ B&*JCtfJfi#iLfcl| 

B1ff«£j8?JStcBE1ff«e£J8€tt9II U 
■EOSIHQmfT 5 ttEflMMHt?- / tOMEBEDt 
H0EBEiIS!ffig#Jl8#li0EBE1f$Bfr 

13X1*1 9IBtt©f'Jffl#BE3ifl!>'^7 ; A„ 

W» 

(a) 8?K«B5fcJb x Sf'Jfl!«j!> % S<Dg#£» *'Jffl#BE£- 

EBE»-/«ica6(ir*ioat» 

(b) iOEBE+f- /tTOBE^figfllLrc^tCv SOE 
fiJffifflM! <!: BlUim* 6 BE1S *8££fi£-r «BS1t $8 

(c) iOESfig*tifcBE«««s S&BJIl&ttfc, SO 
E«s*tciSfir*«BSi:, 

**U 

4»5fe^6**> h'7-'J'*^LT7 , ^-b^**llOE-Ol8 
Witt*- / <£BE©iISIttS*fi 3 1f WWW— ; \* 

(d) ii3Effi*6^S2&ffiSftfc!0EBE««j!pSs fUJB 

Eiift&gt. 



(e) iOIBBEilSlfflJSlcioTs BE«$8<DIEL;*'tf 

«E?tu BuEWffl^^BES-tifds^t*. mmmm 
«aw«wm x$8ji&tttct RfcicssiLfcB 

ttE*XH*ttE611Hm0W-s tPBfitf ■»* fti6© 

[H3HS2 2] B#JS2 1Etta>7a??ZilC&lvr, 
iOEBE1g«^fiJt«aST\ t0fBSPJffl#1f«i:l«H1f«Jt 
^x-y^x-^tfre, KE1ira*£fiEU *6tcC0D 
BE11HieBf9fl:r«KH*, 
fOEtf SBif GW-/ CWfi * •£* tztt><»7n f^U* 

MEBE1f«*ffl^-r*SQSt. 
8»Tr*lfciOEBEflHB©*x ■> ^x-^fclttT** 
St. 

WE^iv^x-^oattteJIltfiELoli^ tB^tftl 

fcH0EBE««6^6f mmwR t »$Hii ««n y air sa 
at. 

meftUK, mbiihhhw— / rwff * 

**i*1«raWW- /W. 

s9E«S*<fc y iSfI;*n£u *iJffl#BE*fr-5 fctt©*UIB 

*hm«sau me#mmnm*> soebe+j— /«c 

IOEBE+f-/ rcfl&BEtfflttt Lfc^#lC ttGHin* 
flHH t Bf F^ffi $S fl» 6 BEtiS «**j«r 5 BE1t$fi£jffi# 

S0E^J5E*tircBEfl}«*89f3«5Kl£:2S«-r*#IB:i:s 

[B5R^2 5] i$s*t*v \>V— >»SE**it3E4S*J: 
yi36«*ti*fiJffl*1W8*g(iU, tOEf'Jffl#1f«tB5 
K««^6BElfffl*±figL. SOESfiKLfcBE««* 

attEH3t£(ca£flir«#A«Bx.^nra«{tt'^-/«sB 

t. BEOS«ffla^?7-51t?8^-9--/^T'«oT. 
ME4S*6^iSfi?n/i:B0EBEtffa6^6. HAVIM 

^mmmcvuHiu BEcoa^jas^^oBEji^ 

S0EBEOiE«!ffiS(c ioT> KEtS?fiWIE L S fl««E 
BOIBfJffl^^BE^tircJg^l*. iOIB#'Jffi#<OS 

ai^. «Eii*»cas«-r*#«t*fli*T^*» c<t« 

«^*tlfciOEBE««©^x ^-41 ^«IS-T5# 
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/■cSuiBiSiiEif $fi*r e>f i immm « <t strati *8*sk y as-r# 

BylBf^tiSOfcgiiSJgtfiEL^ig^ ISUfiE 
%t"T^, £<b£1tM<hr5B^2 4SBecDli«S«8 

[000 1] 

x tu t mwmmz y u ?=? i± ic w? *. 

[0 0 0 2] 

[S£3RO&ffl] fgg«BE»Jte'X?A& LT. fclxtf 
ftM¥1 1-311 29#ii«lCtt. MQWWW (Wo 
rid Wide Web) ?-/t*«X.fc*y h^-^fX^i* 

^riifii^ias-rs^x m*. a(Bt©^-rtut> x «>www 

V— /WZmSaZtLtcy^OV HTML (HyperTex 
t Markup Language) X1SB«tL, ■feyv'aVID 

WWWr- /WWrLTr^WcBBU 3»l**l 

fc a.— «f ita^»«r Lre&<Dif RistLTcgjwcfct lt 

— jg©-t-yi/a> I D££j8U WWW+J— 

HiWWftlid. BslEfcJ^TBflMrtlfc I D. AX 1 ? 
- KUWWW9- /(CBBLT** h(3£ff&ru BE 
tH5*>*i*. *XMcJ:oTBEj!fra«jl,/5:i§^ *X 

JB##e><*>7 T '!7-feXISK«:. 4S*6>5SHi^tl5S5RlC 

•y->a> I D{**X r-lCfc-sTfi&SE^+iS. 
[0 0 0 3] LfrL&#6. C<*>*'JE#iBE>i8t->X7- 

[0 0 0 4] 11 Offimmt. *X r- tffJfflT**fcl^W 

■b-yv'avi D©&E. £fiE6\ *X 

[0 0 0 5] S2©raSjS«v *iJffl#^60DS^ii* 
Ltcm-g, ^WUXtfVXAM&T-r*, i:^5Ci:T« 



5s /c46T*vB5o 

[0 0 0 6] Sfc^BB2 0 0 0-2 2 2 3 6 0 -Stifle 
tt, *5-T7*:/l>#B£. &E+*— BrI+*— 
/\"#&£<I*, ^'TT'Vr-^lfttt. BE*- At. » 
ffi1t$B£«1§U BE^-/?fSB, *£®1iS8£*pri£ 

u ^^^y>h^mm^- /«c» *sji2;it» f * 
bic^rtbbv f * k as oTHtoflHHt-arr*** 

i'^nKS->7f/»> *SS/«BR**iT^*. CO) 
S/Xr^fc, BE-9— /^#St, BrT9— /^SlCjgB 
T***L\ WWW*-/?, tSfcfcT-tts W8T*fct\, $ 
Tcv ffJx(#«Bfl¥ 1 0-1 7755 2-^ii«tCti. ?5 
f7' V h /^B(CBIiEfSS«3SB««r«f« 
BBJ&SBBStf. •?7-t'7'>r-^B 
EU — MBELfc*5^7'>MEO^TB»<W-/< 
lc**?S8&1f«a^«ftfTr«BlUSS#S£SB 

[0007] 

[*SI««»aLJ:5<t:-r*BB] Lfctf-3T**W^» 
J* L J: 5 (k-rSBBtt. BE*S -5-y— "JfflT^JS: 

i>www^-/tr-t. BE©a«i*Rifi6fr*75Sfestf 

-> X ^A i: SSMtflc 7 o 9=? LStmitt 2> Z. £ IC35 
«. 
[0 0 0 8] 

[BS««^r^/-c»o#ia] BuiBiss«»j*-r^rc<» 

0#B«»Kr«4:BB[cB««Stt. B**»6*v h 
BulB4S*fr 6 A7J*tiB5IB-<t)1f WMt^— / «C3H1S 

tutwmwmt* «K-<DiiHiaew-/;?«oBBft 

Bt6^ KEtf?S^*B)6L. ^EgLf=B5iBBE1f« 

5. BuE^icasft-r^xxy^t. BuiBS^e^-y 
h -7 - * ltt ^ -tr x * ti* is mmmv-j <t» o 

T, BE«>BBBB«fT3fllBB0W-/rrtt. hubBJS 
*4^SB«* tlfclOEBHff B«5(tK U . lutBBEtS 
WZ'&W LTffJffl^lSfflRtf^P^ If $8^K y B U BE 

[0 0 0 9] *SHBKffi;5£j£tt, B^ 

¥'Jffl#BE*ir?fc4&©fiJffl#tgffl* % —05 

tssaa*-^- /^caifi-r^x^-y^t, SuiB— oisbb 

«W— /CTtt. B5IBf'Jffl#1fffl$. BE-*- 

L. Hui3IBE- , t-/^T'iOBE6 ,i fiSc%L/cii^(c. fiyiB— 

©«fflB«ttr-/^©BE1S«^fiEBPH:T, BE1ffB«£ 

ommmmv—j tofMBBBflrasBB-psaftifctt 

iBBE1f?B*v g^ig^itttc, gulB4S*lciSfif 57 

L-x KEoasisaa^?T-5<ttcoig«fii#t+#--/«cs*€- 

3«T5H§£. sytBBEtSai^s BgIBteOlf$fifii#t^- 
/ «*B«r 5 X y r t s S3iBf6©1f BBBtf-y ^T' 
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REEastsoasr?. sjfBiaiEita^sic. RE^gana 
i^xf'yyt. fj§BfltKorea^tr-.Ki::fci,N 

Tx SDfBBEOilflfSQgiCcfcoTs KEtf 83(OIE 

mmsmtmz. mtzic±^Ltc 

[0 0 10] SUtOT 7 *.^ KCEl^T, **^tC#«>' 

I-OIWWMW— /W. MiBaS*^6A^*tl8uiB- 
(0tt$fiJH*+t- / ntcf Uffl#tf $8 £ v buIB-O 

flMB«tt+t- /tTWfclBflHBtfrS. REti*fi££fi£ 
U £fil6LfciluS3BEti$S£, BufB4S*tc2lfi-r5#e 
B?IBfiS*^5^-v h9-^^LT7 , '?-bX^ 
*i*1f$8lH8+t- /CPfcoT. BEC0S8l«lg*fT-3tg 

mmmv—i w, mimmfr s smztitzmt skew « 

*SWRy» H5gBBE1fffl£8#LTfOT#1f?fiJ&tfl5 
MMMHRytiiU UJBEi|!iJ^5tT5#S^^r^«o 
[0 0 1 1 ] S-etc. 9J©7»^^ MC33UT\ *56SI3 

?-tX1*ftZ-<Dm®mi%V-JSb\ (a) ityfB4g*fr 
6 *>mm& 6 tog* t . f "Jffl#BE*tr 5 fc«XO*Jffl# 

nra*wiu tnspys«nra«. b3ibre+*— /\*tc& 

firSSQSt, (b) ttESEtf-/tT©BHtfjaWtiL 
J#r3BEtt$8£jaiaiS£:. (c) WIB*J«*nfcBE 

8B-oit mot*- / \* t mEomtmm^n ? tnmtm 

^-/W, (d) B3IB4g*6^6aSffi*tifcii!HBBIHB«l 

S**r5BEii»Ma3I£, (e) l3IBBEE3SlffiS(<: <fc 
oL BEtSa©iEL*««ttSE4-tl. f«8BiPJffl##BE 
*tifc«$t4» 8l83*Jfl3#<OB3fc:£gtttttt. gSftSSJII 
<h«lCs Srtctcai/SLfcBEIiSi*, l9E«B*K2S«r 

««h&«s*> flre*aua«iQE«flMK0t*t-/f? 

[0 0 12] 

75?«f««S**rr*«a*(0 1(01)3*6. IP (Inte 
met Protocol) IBSS<0**> r-9 — ^£*rLT7'->-t:X 
;*ft*««HI#W—/{ (WWW (World Wide Web) it 
-/{) (01O2) 6\ «8*(iai©1)^6A***lW 
WW*-/t (2) (caME«tl^fdffi#imi«8W«# 
IS (B1Q2D f'Jffi#1tai;s tuI3-(0WWWit 

1CD2 3) <h. *fi8LfegMBBfiE««*, SufBHsB-fctcaS 
(01<O2 1) CflXTV*. Steffi* (0 



1(01) fl»5*y r-7-^€-^LT7'^-tX5'tl. BE 

<03iS!*aa*ffawww9— n (01 ©3) as* 

(B 1 <0 1 ) *£3flrctifcKliEflraS5WR«#& 

(Ell ©3 4) *«itTt>*. 
[0 0 13] *©»*Lt^-lt»©fB«U:fi 
BEit- (01(04) icJgSSStl^-flDWWW 

it- m (iai<02) its mm (0i©i) t>\ mmmfr 

50>B$&« fUffl#BE*«5tc»(Ofc]Jl#1t$8*. W 
WWtt- /\" (01(02) IcaMiL/tlB*. Ctl*«l 

u ui3f'jfl§#ra«*BEit-/* (Ei KD4) icastrr 

5#I8 (Ell ©2 1, 2 2) BEit-/* (El 1<0 
4) ?(OSEtfja«)Lfci§#U:. i5l3*Uffl#OS!HBiPJffl 
*1WBt«H««6^5BE«ffl*^fiE-r*BEfS«^B)6 
#S (01O2 3) i3fB*fi2**lftBE««%. S 

sttJR&fttc* mmmzmmrz^m ni«2i) 

[0 0 14] ffi* (0 1 (0 1 ) It. KfEOilSWlSff 

?www^-n (0KO3) icwsnzmmTzms. w 

WW»t-/\" (01(02) *y>gfi*tltcHul3BE1Sa 
%v BE(Oa^iaS^T-5S5I3WWW9— /\" (01(0 
3) lC5M(gr«#lft (01(01 1) S^TCS. 
[0 0 15] BE<OJS^«lS5S-5WWW-y— J* (01 
(0 3) tt, fi383BE«W^6, 5pJffl#tiH8<tB3IH11Ni* 
K'JUJU BE<oa«SQS«?TdBEai«SQS#S (0 
10D3 4) BulBBEoa^iQSlCfcoT, BEtSffi 
OjE LtfflMWEtf tu t5IBf •Jffl#* ,; BE^ 
B3iB*'Jffl#(0S*^gtt«lt. S*i(gmi:«tc, Srtctc 
±fij6LfcBEHSB€\ B9iBH3SmicS«-r«#© (01<O 
3 1) fctUim. 

[0 0 16] ^-(0»$ UC— SI8fi<0}gSSlc*J 

1013— (OWWW-ft- /<tT^fi)6?tl5BE1faJ6\ 

[0 0 17] BE<0ilSWQS*fT3WWW*t-/^ (01 
<0 3) lc£l%T. BES«SaS#l6 (01(0 3 4) 
BE1ff8^?g#-r*#lft (04(OB1) i:, «#*ntc 
BE1S«<0^i yf 7-«*4ttr«#IB (04<OB 
2) t. Bfi'^f- Sf(0«ffle*fl«IEL^lg^ ^ 

^a-tifcBEisa^sfjffl^watBSBaisa^Bjyttir 

#18 (04(OB3) l5KB5H1«8(08S*fT3m& 

(04 (ob 4) i:. ffnB^nflt«o«msiiti( 

lELflia, BiiEfi£«j<!:-r*» 

[0 0 18] *^(0SiJ(0HSS(DffJ!g(Cfc^T, ±83 L 
tcBEtf$USfi£#S (05(02 3) «-«xtcWWW+t- 

/^(05<o5)^ vammmmm^m (05©5 4) 

6lC«*tc«fiKt LTt«fct\ WWW+t-M'(0 5 (0 5 ) 
«S*(0 5 (0 1 )^5jSH*tifcBE1Sa*SttBl 

*js mEmmmm&m (05054) z*&mmm*n 
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l\ KSEW^^fiJcttLfcli^ BIE1iSg±fiK#l8 (El 5 
<D5 4) lC»LTBiI1f$B4>£>a£ttcfIU BliE1f$8£ 
(05O23) li, BCa&MQS^IS (El 5 0) 5 
4) tfffllBKEimfr£a»LfcHB*nra«5WR 

[0 0 19] 18SE©)i«j!aS^T5WWW9— y< (EI5 
©6) t\ BSE1g$8±fi)c#lft (El 5 ©6 3) ^?6tc« 

W+J— M* (El 5 ©6) Jb\ B3IBKffiES««ia#lft (El 5 
<D 3 4) T-&IBi8ISlTC\ BEE¥Ui£tffi»*L*:i§^ 
ISiiE<Dja«Saa^73WWW+>--/\- (EI5C06) ©SuIB 
i£t£1t$B£f$#£g (E15C06 3) lCfEIEtt$8cD£j$:&flc 
iSU i5IBiSfiE1tffiSfiK#fa (E15CD6 3) t\ hubBK 
lEgfltftUI^S (EI5<D3 4) #MIBi2iiE1ff8fr6IMi 

l tck mmvk wt'ssm y , * $s t i^raif « £ 

6&liE1S$B*£jaU *iJfB#<Z>g#JgJii<hBliE1S?B£iiy 
IBDS^lciSffrSo 
[0 0 2 0] WWW*- AtC33lt5IBSE1SfflSE!6#IS:, 

[002 1] «»©WWW*J— /W. fUffl#«KliE-r5 

jfe^^ictt, www-9— /wigii«ia-»t-/^jfflr 
[0022] Ei it*. *fsnacD— mmcomtsn-zx^u 

ffi&ZmTWT'&Zo EI1K33t^T\ SS* (1) tiu W 

ww+^-/\- (2) hyn hzi>naif<JD 

*-y h7— ?*^LTW«*tu (1) fr6A*>£ 
tl/i:lgiIffl<Df<Jffl#1f$Btt. WWW+t- /\' (2) £fl-L 
/\' (4) lc»«artl* 0 
[ 0 0 2 3 ] ( 1 ) <D*Jffl#g*2S§d#fa ( 1 
1) It. fOT#!b % 60>g#£ s WWW+f-/\* (2) o?f'J 

ffl#S5Rfflis#a (2i) izmmTz. aiftsnsg* 

let*. «3ls]B5lclifiJffl#|giiE€-^-5ft46cOfiJffl# I D. 

[0 0 2 4] WWW+J— (2) £0fiJfflSg5RJaS#S 
(2 1) fcJffl«tt$B£BEEg##ia (2 2) K&ff 
BfiE5^#S (2 2) it. ISH+J— A (4) CDIig 

SEias^is (4i) iz*cr#mmfm*mmL. *<w\ 

[0 0 2 5] BSE+J-- /\" (4) <Dli8iiESQS#S (4 1) 
T'f8Ktffi£9jLfci§#, BKJ3«&^3ISJIltfWWW-0- 
-M (2) «3igEES5R#S: (2 2) teiBSfu BES3? 
#f© (2 2) W\ BiiE1f^fi!6#S (2 3) lc, BSEIt 

[0 0 2 6] WWW*-/* (2) <DfiJfl3#g*jam#© 
(2 1) it. lg|iEt§*B£fiE##ft (2 3) iCfcoT^fiE* 
txfcBEIfffl*, -S-Og^JHi^lc. (1) cof'J 



jme&ssa^k (id «as»T*. dcDisEit^ 
lei*, MjB*flM?raflratf*ctu *mmtm<E 

[0027] m^z*mmtj\ www^-a (2) tm 
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